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1. Application Server Installation Guide
for OPSS - CSF

1.1 Introduction

Before using CSF, you need to do Application server installation for OPSS set up.

1.2 Application Server Installation for OPSS — CSF

1.
2.
3.

Create Weblogic Domain with Oracle Enterprise Manager & Oracle JRF templates
Extend an existing Weblogic Domain with Oracle Enterprise Manager & Oracle JRF templates
Create schemas using RCU

1.3 Create OPSS schemas using RCU

ONoOA~WNE

Run ./rcu from Oracle_Home/oracle_common/bin

Select Create Repository & System load and product load

Provide database connection details (sys/sysdba user and password)
Select OPSS

Provide schema passwords

Map table spaces

Click on Create button to complete installation.

Close

1.4 Create Weblogic domain using domain templates

wn e

No gk

8.
9.
10.
11.

Select Basic Weblogic Server Domain
Select Oracle Enterprise Manager
Select Oracle JRF
a) [once we select Oracle JRF , tool selecting Weblogic Coherence Cluster
Extension also ]
Select application location [select default values]
Select admin account
Select domain mode & JDK
Database configuration Types
a) Select RCU data
b) Enter database connection details using RCU Service table (STB) schema
credentials.
c) Check / verify the component data sources
d) JDBC test
Adv configuration if required
Config summary
Click on create
Next & Finish

11 ORACLE



Refer: http://www.oracle.com/webfolder/technetwork/tutorials/obe/fmw/wls/12¢c/12 2 1/02-03-
002-CreateJRFEMDomain/createjrfemdomain.html#overview

1.5 Configure credential MAP and KEY

2. Copy the ofsscommonscsf.jar from INSTALLER/SOURCES/LIBRARY/ofss to
$DOMAIN_HOME/lib

3. Update the setDomainEnv.sh file ($MW_HOME/user_projects/domains/mydomain/bin directory)
by appending the above jar file path —
EXTRA_JAVA_PROPERTIES="...... ${EXTRA_JAVA_PROPERTIES} -
Dfcubs.csf.path=${DOMAIN_HOME}"

4. Configure security via em console
5. Select Weblogic Domain -> Security -> Credentials. Click Create Map

ORACLE Enterprise Manager Fusion Middleware Control 12¢

== DEVINFRA ©

=
' WebLogic Domain v

Serve Home
n Server

Monitoring
Control

Logs

Name

Host

Listen Port

v v v v v

Clust Environment
Deployments | Create Control v
JDBC Data Sources

Messaging
r(admin
Cross Component Wiring
N

Deplc
P Web Services

Other Services
Administration

Refresh WebLogic Domain

v v v v «

Security » Security Realms
Doma
System MBean Browser Users and Groups

=]

WebLogic Server Administration Console Credentials

Target Sitemap Security Provider Configuration
TargetInformation Application Policies
Application Roles
Keystore

System Policies

Audit Poliey

Enter the Map Name: ofss.fcubs.map
Click OK.
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Croate Map

Acredensal is uniquely identified by 3 mag name and a key name. Typically, i application,

* Map Name | o%s ftubs mag|

7. Click Create Key button

Enter the details as below

Select Map: ofss.fcubs.map

Key: SYMMETRIC_KEY

Type: Generic

Credentials: oraclefinancialsolutions
Click OK

Create Key
SelectMap ofssfubs.map v

" Key SYMMETRIC_KEY

Type Generic v
Description
-

@® Enteras © Enter map of property name and value

text pairs

* Credential | oraclefinancialsolutions|

8.

9. Select Weblogic Domain -> Security -> System Policies.
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ORACLE Enterprise Manager Fusion Middleware Control 12
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10.

11. Click Create

ORACLE Enterprise Manager Fusion Middleware Control 12c

=== DEVINFRA @
L WebLogic Domain w

/Domain_DEVINFRA/DEVINFRA = S

System Policies

System policies are the system-wide policies applied to all applications deployed to current management demain. You +
B Ta manage users and groups in the WebLogic Domain, use the Oracle Webl ogic Server Security Provider.

P Policy Store Provider

4 Search

»

»

ed.

» i the authority of entities used by Java 2, JavaEE, an

dit.

Delete...

Credential Key Name

Security Realms

Users and Groups

Credentials

Security Provider Configuration

Application Policies

Application Roles

Keystore

System Policies

Audit Palicy

Select a grant type and enter search keyword for codebase or principal to query system security grants.

View v ] Create..

rd

Name

No security policies found.

12.

13. Enter Codebase

Type Codebase

Name Starls With v

Create Like...

Edit...

Delete...

v
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ORACLE Enterprise Manager Fusion Migdiewars Cantsl 12¢

== DEVINFRA @
ES 5 webLogic Domain

Domain_DEVINFRADE!

Create System Grant
pes

olicies supparted by application server: principal policy and codebase policy. Frincipal palicy grants permiss

" Codebase

Permissions
View v < Add Detach

Pemission Class

No permissions added

14,

15. Codebase: file:${fcubs.csf.path}/lib/fcubscommonscst.jar
ORACLE Enterprise Manager Fusion Middleware Control 12¢

— DEVINFRA ©
== & WebLogic Domain w
{Domain_DEVINFRA/DEVINFRA = System Policies =

Create System Grant
There are two different types of system paolicies supported by application server: principal policy and codebase policy. Principal policy gra
absolute path or relative path.

GrantTo Codebase v

* Codebase file:${fcubs.csf path}libfcubscommonsesfjar

Permissions

View v | == Add | Detach
Permission Class

Mo permissions added.

16.

17. Click Add. Click “Select here to enter details for a new permission”

B webLogic Domain ¥ infrat221 ¥

oK cancel

sions and priviieges Io a listof users or roles. Codebase policy grants permissions and privileges 1o a codebase, which is mossy URL o location of jar fie in fie sysiem. Codebase can be either

Permission Class: oracle.security.jps.service.credstore.CredentialAccessPermission
Resource Name: context=SYSTEM,mapName=ofss.fcubs.map,keyName=*

Permission Actions: read
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Add Permission
Select from permissions and resources used in system policies of this domain. Enter search criteria to search for right permissions.

4 search
Type
Name
Permission
Search Results
Name Type Permission

No permissions found.

Select here to enter details for a new permission ¥

* Permission Class

Codebase

‘oracle security jps.service credstore CredentialAccessPermission

Name

Permission Actions

c TEM,map

read

ofss.fcubs.map,

1.

19. Click on Ok for Add Permission and System policies.

20.

ORACLE Enterprise Manager Fusion Mddewars Contol 12¢

== DEVINFRA O
ES # WebLogk Doman v

@ Information
A new security grant has been added successhully,

/Doman_DEVINFRADEVINFRA » System Folicies
System Policies

= WebLogic Domain v in¥a1221 v

Mar 11, 2036 11441 AMIST 4]

pieaw all

@70 manage users and groups n the WeblLogic Domain, use the Cracie Webl aqic Server Secunty Proviger
¥ Policy Store Provider

4 search
a enter for codenase qQuery system securlty grants.
Type Codebase v
Name includes v cst »

Vieww i Create.. i Createlie.. / Edi.. ) Delete..

‘<

Name
e 3{fcubs csf panpUDE LDSCOmmMOnsCst jar

4 for Codebase: csf.

21. Restart the servers[Admin, Managed servers]

Permission Actions Permission Class.
read oracle security jps service credstore Crede.
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